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Abstract - We present our experience integrating Merkle-
Hellman knapsack cryptosystem into undergraduate computer
science curriculum. The paper focuses on the additive
knapsack and ways to integrate it into the following
undergraduate computer science courses: introduction to
computer science, cryptology, and analysis of algorithms.
Ideas for undergraduate student projects are presented and
discussed.
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1 Introduction

In classical symmetric or private-key cryptosystems the
encryption and decryption keys are either the same or can be
easily found from each other. A new type of cryptosystem, call

a public-key cryptosystem was introduced in 1976 by Diffie

and Hellman [2]. In public-key cryptosystem, different keys

are used for encryption and decryption, and the fact that one
knows how to encrypt the message does not mean that it can
be easily decrypted. The first public-key cryptosystem, RSA,
was developed by Ronald L. Rivest, Adi Shamir and Leonard
Adleman [3] and was based on integer factorization. R.C.
Merkle and M.E. Hellman created the first knapsack public-
key cryptosystem in 1978. The Merkle-Hellman cryptosystem
is based on the subset sum problem, a special case of the
knapsack problem. The general knapsack problem is an NP-
complete combinatorial problem that is known to be
computationally difficult to solve in general.

The history has not been kind to knapsack schemes [11].
Merkle offered $100 award for breaking singly - iterated
knapsack and in 1982 Adi Shamir developed a polynomial
time algorithm for breaking the basic Merkle - Hellman
cryptosystem [4,5,6] using Hendrik W. Lenstra’s algorithm
[7] for the integer programming problem when the number of
variables is fixed. At the CRYPTO ’83 conference, Adleman
used an Apple II computer to demonstrate Shamir’s method
[8]. Later, Merkle offered $1000 award for breaking multiply
iterated knapsack and it was broken by Brickell in 1985 [9], a
system of 40 iterations was breaking in about an hour of Cray-
1 time. The development of the new public-key cryptosystems
based on knapsack problem continued well into 1990s [8] and
there are some modern research results in that area [15, 16].

There are many variants of knapsack cryptosystems and the
history of their development and the history of the
development of their cryptanalysis are very important.

2 Motivation

Integration Merkle-Hellman knapsack cryptosystem into
computer science curriculum promotes development of
mathematical reasoning. Mathematical reasoning is very
critical in computing. It is the root for algorithm development,
program validation and solution verification. There are deep
connections between algorithmic and mathematical thinking.
Devising efficient algorithms and demonstrating their
practicality is an important application of mathematics in
computer science and software engineering. Computer science
students therefore need to exercise their mathematical as well
as their computational abilities, and computer science
educators need to help students use both ways of thinking to
solve computing problems. It is important to promote the role
of mathematics in computer science and software engineering
education [17 — 24].

Merkle-Hellman knapsack cryptosystem provides an
opportunity to make connections between mathematics and
computer science topics due to elegant and rich underlying
mathematical background. It is a real-world problem with the
real-world applications, and it could be successfully
“translated” to the undergraduate students’ level. In addition,
the problem is derived from the current computer science
research and it helps to make connection between research and
curriculum at the early stages of students’ career.

3 Khnapsack Cryptosystem in Computer
Science Curriculum

Knapsack cryptosystem could be successfully integrated
into various core and elective undergraduate computer science
courses such as cryptology, analysis of algorithms and
introduction to computer science. Due to its simple structure,
the Merkle-Hellman knapsack cryptosystem is an ideal model
for introducing public key cryptosystem in cryptology course.
In design and analysis of algorithms course the problem could
be related to general knapsack problem, subset-sum problem,
various  algorithmic  techniques including  dynamic



programming, and the concept of NP-completeness. In
introductory programming courses, the knapsack cryptosystem
is an excellent source for computational problems related to
various number theory concepts such as prime numbers, great
common divisor, Euclidian algorithm, modular
exponentiation, and primitive roots for primes. This problem
has a rich hands-on component and provides a possibility to
design hands-on activities and interesting laboratory and
homework assignments. Knapsack cryptosystem and its
variants also provide interesting ideas for undergraduate
student projects.

The paper mainly will discuss the additive knapsack — the
simplest variant of the Merkle-Hellman knapsack
cryptosystem. Multiplicative knapsack and multiply iterated
knapsack will be briefly considered as well. We discuss
integration of these knapsack cryptosystems into computer
science courses and ideas for student projects in more detail
later in the paper.

4 Theoretical Background

Consider general 0-1 knapsack problem: given n items of
different values v; and weights w;, find the most valuable
subset of the items while the overall weight does not exceed a
given capacity W. The general knapsack problem is NP-hard
[10], but could be solved in pseudo-polynomial time through
dynamic programming algorithmic technique.

A subset sum problem is a special case of knapsack
problem when a value of each item is equal to its weight. The
input for subset sum problem is a set of positive integers: 4 =
{ai, as, ..., a,} and the positive integer S. If there is a subset
of A that sums to S, the output is TRUE, and contains the
subset itself, otherwise, the output is FALSE. The subset sum
problem is NP-hard.

An easy knapsack problem is one in which set
A = {ay, as, ..., a,} 1s a super-increasing sequence. A super-
increasing sequence is one in which the next term of the
sequence is greater than the sum of all preceding terms:

w>a,>atas..,a,>atat. +a (1)
For example: A= {1, 2, 4, 8,
sequence.
There is a polynomial time algorithm for easy knapsack
problem. The input for the algorithm is a super-increasing
sequence A and the value S. If there is a subset X of A that
sums to S, the output of the algorithm is TRUE, and algorithm
also outputs binary array P of n elements, where P[i] = 1 if
and only if a;, belongs to X. Otherwise, the algorithm returns
FALSE.

1y - . .
., 2"} is a super-increasing

Polynomial Time Algorithm:

fori<ntol
if§2a;
then P[i] « 1 and S « S-q;
else P[i]« 0
ifS1=0
then return (FALSE — no solution)
else return (P[1], P[2], ...P[n]).

5 Merkle-Hellman Additive Knapsack
Cryptosystem

We assume that Alice and Bob are two users that would like
to communicate using additive knapsack cryptosystem [1] and
we suppose that they communicate according to the following
scheme:

Alice:

1. Chooses secret (private) key

2. Creates and publishes public key

3. Receives encrypted message - ciphertext

4. Decrypts ciphertext using secret key to recover the original
message - plaintext

Bob

1. Uses public key to encrypt the plaintext
2. Sends ciphertext to Alice

In more detail, Alice is performing the following steps [1, 13]:

1. Chooses 4 = {ay, ay, ...

easy knapsack

Makes A to be her private key

Calculates a;+ ...+ a, = F

Chooses M > E.

Chooses W that satisfies 2 < W< M and (W, M) = 1, to

ensure that ¥ is invertible mod M

6. Computes Public (hard) knapsack B = {b,, b,...
where b; = Wa;(mod M), 1 <i <n

7. Keeps Private Key: 4, W, M

8. Publishes Public key: B

, 4,} super-increasing sequence —

nhwb

> bn}:

Let us assume that Bob would like to encrypt plaintext P and
to send ciphertext to Alice. Bob’s encryption process goes
through the following steps [1, 13]:

1. Binary Plaintext P breaks up into k sets each of n

elements long: P = {Py, ..., P;}
2. For each set P;compute

Z Bb, = @)

3. C;isthe ciphertext that corresponds to plaintext P;



4. C={C, ..
plaintext P
5. Cissent to Alice

., Cp) is ciphertext that corresponds to the

After receiving the ciphertext from Bob, Alice will perform
the decryption process that consists of the following steps [1,

13]:

1. Since (W, M) =1, W is invertible mod M and Alice
computes w, the multiplicative inverse of W mod M:

wi=1(mod M) (3)

2. Alice uses connection between easy and hard knapsacks

which defined as follows:

Wbi:ai(mOdM7l—<i—<n (4)

3. For each C; Alice computes:

Si=wC;(mod M) (5)

S; = wCy(mod M) =w»  P;b;(mod M) =

= Zn:Pljwbj(modM) = Zn:P
=1

4.Since S; < Mand M > E=a+ ...+ a,, the final formula

j=1
a,;(mod M) (6)
j=1

for finding plaintext would be

5. Since, 4 is an easy knapsack, plaintext P; could be found
using polynomial time algorithm for easy knapsack that we

S,=Y Pa, (D
j=1

described in the previous section.

To illustrate how additive knapsack cryptosystem works, we

consider the following example (Figure 1) :

|
Alice —
Creates Decrypts
Cryptosystem Ciphertext
Private Key —
A={1,2,4,8} Public Key

M=17, W=7
w=5

B={7,14,11,5}

Decryption:
5*12 (mod 17) =9

9=1*1+0%2+0%4 +1*8

Bob

Plaintext:
P=1001

Encryption:
Using Public Key
1*7 +0* 14 +0*11+1% 5 =12

Ciphertext:

I

Plaintext:
1001

Figure 1 :

6 Dynamic Programming Algorithm

In this section, we explain the dynamic programming
algorithm to break additive Merkle-Hellman knapsack. We

Example

assume that unauthorized person, an eavesdropper, knows
...,b,} and ciphertext, C, and
would like to recover the plaintext. This process known as
ciphertext-only  cryptanalytic attack on Merkle-Hellman
Knapsack:

only public key, B={b,, b,

12




Input: B={by, by, ..., b,} —public key, C - ciphertext
Output:  The binary array P — plaintext

Algorithm: Let Q[i, j] be TRUE if there is a subset of

by, by, ..., b; thatsumsto;,0<i<n,0<j<C

Step 1: Computation of Q
Q[0][0] «- TRUE
forj=1to Cdo: Q[0][j] < FALSE
fori=1to n do:
for j=0to C do:
if (j — B[] <0): Q[[j] = Q[i-1][/]
else: Q[][/1 = Q[i-11[-B[i]] or Q[i-1][j]

Step 2: Backtracking

Let P be an array of n elements initialized to 0
i<nj<«C

while i > 0:

if (j — B[i]) > 0):

if (Q[i-1][j-B[{]] is True):
Pli]« P[i] +1
J<Jj—Bli]

i—i—1

Output: array P, elements of P that equal to 1 construct a
desired subset of B that sums to C.

To illustrate the above algorithm, we will continue our
example considered earlier:

Input: public key B = {7, 14, 11, 5} and ciphertext C =12

Below is the table that shows the values of Q[i][/] for each i
and j. Using the table and backtracking algorithm we are able
to construct the plaintext vector P. In our example,

P = {1, 0, 0, 1} which means that the desired plaintext is
1001.

Table 1: Dynamic Programming Example
Public key B = {7, 14, 11, 5} and ciphertext C =12

=0 Jj=1

=2 j=3 =4 j=5

j=6 | j=1 j=8 j=9 | j=10 | j=11 j=12

i=1 B[1]=7 T F F F F

i=2B[2<14 T F F F F

i=3B[3]=11l T F F F F

i=4 B[4]=5 T F F F F

7 Integrating Additive Knapsack into
Computer Science Curriculum

As we mentioned earlier, various undergraduate courses
would benefit from integration of additive knapsack
cryptosystem into their curriculum.

First, we consider a cryptology course - the most natural
choice. In this course, the additive knapsack would be

introduced while covering public key cryptology concept. The
additive knapsack cryptosystem is easy to comprehend and
this cryptosystem is of historic interest. Taking in account the
mathematical background of the students and the level of their
preparation, simple variants of Merkle-Hellman knapsack —
multiplicative and multiply iterated knapsacks [1] — could be
integrated as well providing further enrichment of the course
curriculum. Cryptology course has a minor disadvantage being



an elective course that is not always offered and not taken by
all students.

In design and analysis of algorithms course, the additive
knapsack is related to general knapsack problem, sub-set sum
problem and dynamic programming algorithmic technique and
will provide an interesting real-world example to illustrate the
above-mentioned concepts. The lecture devoted to Merkle-
Hellman knapsack could include a short introduction to
cryptology providing definitions of the main concepts such as
cryptology, cryptography, cryptanalysis, plaintext, ciphertext,
encryption, decryption, and the encryption scheme (code). The
cryptology topic is very well accepted by students and
provides an opportunity to show connection between
theoretical topics learned in class and practical applications.
The introductory cryptology part could be followed by
additive knapsack algorithm with examples, and the final part
of the lecture could introduce the dynamic programming
algorithm for ciphertext-only cryptanalysis. Similar to
cryptology course, variants of additive knapsack could be
considered as well. The knapsack cryptosystem topic will also
enrich part of the course dealing with the NP-completeness
connecting theoretical and practical issues.

In introductory programming courses, additive knapsack
cryptosystem is an excellent source for programming
assignments. This topic could be covered within one-two
lecture hours and one three hours laboratory practice (this
period is provided based on the schedule for introductory
programming courses in our institution — 3 hours lectures and
3 hours laboratory weekly). The topic could be introduced
after covering modular integer arithmetic, if-else statements,
loops, functions, and one-dimensional and two-dimensional
arrays — which are basic topics and usually covered in all
introductory programming courses. As a preparation step,
students would be able to write a computational solution for
the following problems: (1) prime numbers checker; (2)
relatively prime numbers checker; (3) computing the great
common divisor using Euclidian algorithm; (4) computing the
modular multiplicative inverse. The next step would be
explaining basic cryptology concepts and additive knapsack
encryption and decryption algorithms. After completing the
theory explanation, students will be ready to write
programming implementations of encryption and decryption.
The programming assignment could consist of the following:
(1) writing the function that generates super-increasing
sequence; (2) using programs that were written at the
preparation step, writing a function that computes the public
knapsack; (3) writing a simple version of encryption function
when the length of the binary plain text equals to the length of
the public key — this will allow students to use only one
dimensional arrays; (4) writing a simple decryption function;
(5) writing a general encryption and decryption functions. As
a simple example for super-increasing sequence, students
could use the powers of 2. To culminate the explanation of the
topic, the ciphertext-only cryptanalysis concept will be
explained and the dynamic programming algorithm will be
introduced, and students will be asked to write a programming

implementation applying their knowledge of two-dimensional
arrays.

Knapsack cryptosystem could be a topic for the interesting
undergraduate research project or senior design project. If
multiplicative and multiply iterated knapsacks are not covered
in the regular courses, these Merkle-Hellman knapsack
cryptosystem variants could be a good starting point for the
project. For advanced projects, it is possible for students to
research complicated variants of general knapsack
cryptosystem [8, 13], design programming implementation of
these systems, and create visualizations. The research of the
cryptanalysis techniques could be considered as well. It would
be also possible to create a project that implementing the
polynomial time algorithm for breaking the basic Merkle-
Hellman cryptosystem that was proposed by Adi Shamir [5, 6,
12, 14].

8 Summary

In this paper, we discussed the way to integrate basic Merkle-
Hellman cryptosystem into undergraduate computer science
curriculum. The topic provides unique opportunity to enrich
various core and elective courses by connecting theory with
practice, and promoting development of the mathematical
reasoning.
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